Open DMQA Seminar

Out of distribution Detection in Image Classification

2022.07.01.
Data Mining & Quality Analytics Lab

Sz

O Data Mining
qYCHa o

%%/ KOREA UNIVERSITY QUO”TY /\I']Cl|y1'iCS




o%

S XH-2(Jaeyoon Jeong)
. Teifm MBS HE
«  Data Mining & Quality Analytics Lab(Z' 8 =)

. MADPE TEHE(02109.~ Present)

/

% Research Area

. Machine leaming / Deep leaming Algorithms

«  Anomaly Detection, Out-of-distribution Detection
% Contact
«  J950310@korea.ackr

x Data Mining
b Quality Analytics



=X

.0

L)

Introduction
Motivation
What is out-of-distribution Detection?

Baseline Method

L)

*

L)

*

Advanced Methods
« OOD data generation method

»  Self-supervised learning method

>

3 Conclusion

L)

Q‘ Data Mining
b Quality Analytics



Introduction

Motivation

/7

< Image Classification
o EHE2 Image?f labelS Input2 = 20}, &

x|
|_
«  XBHOE ImageftE 20, HE A 0IF

Train

x Data Mining
b Quality Analytics



Introduction

Motivation

/7

< Image Classification
o D2 image?t labelS Input 2 oL At SefjA & SiLizE BRIEE sk

. AZHOR imageltS 0|, ME SaHA o5

Test

~ Dog :0.95

\- Cat: 0.05

Data Mining
o‘\‘ Quality Analytics 4



Introduction

Motivation
< Image Classification
o 22 Image@t labelS InputS 2 2oL, M-S SelA B SILIZ 2552 o
«  XBHOE ImageftE 20, HE A 0IF
Test

/ Dog :0.05

\ Cat: 095

N

Data Mining
Quality Analytics



Introduction

Motivation

/7

s+ Limitation

. k5 etz S moo| XMHEMO

o 2L} SHEE|X] A2 dasse| HIO|EE 2™ 7|E2| dassE 2R &5
Real World

~ Dog : 0.7

/ \- Cat: 03

x Data Mining
b Quality Analytics



Introduction

Motivation

/7

s+ Limitation

- 20| 5 =0 2I0A of2{eh X7t 2l et 2ltE =Y Vs d EXI

CAD SYSTEM

ADpE B 2| At e

x Data Mining
b Quality Analytics



Introduction

Motivation

x Data Mining
b Quality Analytics



Introduction

What is out-of-distribution Detection?

/7

< Limitation
o Ol ZHE 7|12 g2@Me o ALE0F =Y
- JHES0| FARSIH 2557 #[Z

Anomaly Detection

Novelty Detection

Open Set Recognition

Out-of-distribution Detection

x Data Mining
b Quality Analytics




Introduction

What is out-of-distribution Detection?

< ADvsND
- E& 2E0| SEHA(Nomal)Zt 5+l H|O[E{AI0] CHSIO] st

- 80| ot AS £5F5H= Binary Classification

Space

Nomal Dataset

x Data Mining
b Quality Analytics



Introduction

What is out-of-distribution Detection?

AX o= EZO| CHE AnomalyE &= Task

= X -

2oLt MZ2 HEHC| NoveltyE AH= Task

Nomal Dataset

x Data Mining
b Quality Analytics

11



Introduction

What is out-of-distribution Detection?

2X oz EYO| LhE AnomalyE H=

* ND:SI&SHHO[ER 20l SH2 2oL, MZ2 HE{| NovelyS &= Task

Nomal Dataset

x Data Mining
b Quality Analytics

12



Introduction

What is out-of-distribution Detection?

s OSR vs OOD Detection
- REO| 22Tt 0] 7HQl GO A0 CHSHY ots

5|
«  Multi-dass dassificationd} SH5SHX| U2 AS &= Task SA| T

Space

x Data Mining
b Quality Analytics



Introduction

What is out-of-distribution Detection?

s OSR vs OOD Detection
«  OSR: Multi-class classification & F&5oHX| &2 A E &S

OOD Detection : Multi-class classification & 5 CHE #3=0| Sh&SIA| %2 HIO|EHAIZ &S

Space

Nommal Dataset

Data Mining
o‘\‘ Quality Analytics 14



Introduction

What is out-of-distribution Detection?

s OSR vs OOD Detection

e OSR:Multi-class classification & SHSSHA| Y2 SAE A2

«  OOD Detection : Multi-dlass classification & T35 CHE #F=0| Sh&SIX| 42 HIO|EHAIZ &S
Space

Nommal Dataset

x Data Mining
b Quality Analytics

15



Introduction

What is out-of-distribution Detection?

s+ OOD Detection

OOD Detection 3| Classification based method, Density based method, Distance based
method £ =

Out-of-distribution Detection

Classification based method Density based method Distance based method

Data Mining
o.:.D Quality Analytics 16



Introduction

What is out-of-distribution Detection?

< OOD Detection
«  OOD Detection= 3 A| Classification based method, Density based method, Distance based
method 2 T2

Out-of-distribution Detection

Classification based method

Q‘ Data Mining
b Quality Analytics



Baseline method

< A Baseline for Detecting Miscdlassified and Out-of-distribution Examples in Neural
Networks
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Published as a conference paper at ICLR 2017

A BASELINE FOR DETECTING MISCLASSIFIED AND
OUT-OF-DISTRIBUTION EXAMPLES
IN NEURAL NETWORKS

Dan Hendrycks® Kevin Gimpel
University of California, Berkeley Toyota Technological Institute at Chicago
hendrycks@berkeley.edu kgimpel@ttic.edu

ABSTRACT

We consider the two related problems of detecting if an example is misclassified or
out-of-distribution. We present a simple baseline that utilizes probabilities from
softmax distributions. Correctly classified examples tend to have greater maxi-
mum softmax probabilities than erroneously classified and out-of-distribution ex-
amples, allowing for their detection. We assess performance by defining sev-
eral tasks in computer vision, natural language processing, and automatic speech
recognition, showing the effectiveness of this baseline across all. We then show
the baseline can sometimes be surpassed, demonstrating the room for future re-
search on these underexplored detection tasks.
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< Training Confidence-calibrated Classifiers for Detecting Out-of-distribution Samples
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TRAINING CONFIDENCE-CALIBRATED CLASSIFIERS
FOR DETECTING OUT-OF-DISTRIBUTION SAMPLES

Kimin Lee* Honglak Lee® 1 Kibok Lee™ Jinwoo Shin*
*Korea Advanced Institute of Science and Technology, Daejeon, Korea
TUmvemty of Michigan, Ann Arbor, MI 48109

‘Google Brain, Mountain View, CA 94043

ABSTRACT

The problem of detecting whether a test sample is from in-distribution (i.e., train-
ing distribution by a classifier) or out-of-distribution sufficiently different from it
arises in many real-world machine learning applications. However, the state-of-art
deep neural networks are known to be highly overconfident in their predictions,
i.e., do not distinguish in- and out-of-distributions. Recently, to handle this is-
sue, several threshold-based detectors have been proposed given pre-trained neu-
ral classifiers. However, the performance of prior works highly depends on how
to train the classifiers since they only focus on improving inference procedures.
In this paper, we develop a novel training method for classifiers so that such in-
ference algorithms can work better. In particular, we suggest two additional terms
added to the original loss (e.g., cross entropy). The first one forces samples from
out-of-distribution less confident by the classifier and the second one is for (im-
plicitly) generating most effective training samples for the first one. In essence.
our method jointly trains both classification and generative neural networks for
out-of-distribution. We demonstrate its effectiveness using deep convolutional
neural networks on various popular image datasets.
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Self-supervised learning method

¢ CSI: Novelty Detection via Contrastive Leaming on Distributionally Shifted Instances
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CSI: Novelty Detection via Contrastive Learning
on Distributionally Shifted Instances

Jihoon Tack*T, Sangwoo Mo*!, Jongheon ;leung1 , Jinwoo Shinf?
TGraduate School of Al, KAIST
School of Electrical Engineering, KAIST
{jihoontack,swmo, jongheonj, jinwoos}@kaist.ac.kr

Abstract

Novelty detection, i.e., identifying whether a given sample is drawn from outside
the training distribution, is essential for reliable machine learning. To this end.
there have been many attempts at learning a representation well-suited for novelty
detection and designing a score based on such representation. In this paper. we
propose a simple, yet effective method named contrasting shifted instances (CSI),
inspired by the recent success on contrastive learning of visual representations.
Specifically, in addition to contrasting a given sample with other instances as
in conventional contrastive learning methods, our training scheme contrasts the
sample with distributionally-shifted augmentations of itself. Based on this, we
propose a new detection score that is specific to the proposed training scheme. Our
experiments demonstrate the superiority of our method under various novelty de-
tection scenarios, including unlabeled one-class, unlabeled multi-class and labeled
multi-class settings, with various image benchmark datasets. Code and pre-trained
models are available at https://github.com/alinlab/CSI.
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